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! Zombie

2 Bot master

% Bot clients

4 Command and Control

® Spamming

® phishing

" Distributed Denial of Service


www.sid.ir
http://daneshresan.com/

AuS gxiwa | allie ylgde 9 dulal axalje DaneshResan.com wusbw 4 allie ()l WORD ol g waga
KW FTPY .59_;9.»-11,1_[.&»0.;])& el A, ug.l-‘.l.n\‘)luiau

U"‘ \.\49.~u 0 o.\...nl; wub 6[.«45‘ A ‘_guol) l) 9 LQ)L )‘ 09; sS.s O}w ) o..\.».ala w‘) &S) Sl s.:b &S) 5.3135‘ L;ﬁlf

U g oy (b sle JSTgp TN

slacl 5 Sl pae o bLS)| slp 45 258 (o a2 glo JS55n 4 )] (C&O)J 55 5 e p (bls )| sl US55
e 03liisl B3l gyl sl IRC) "ol e ol 51 i by 5 s oyl 08 (oo oolizid b Sl s b g iy
Gins 4l ol ol b iile o byt (ggm 5 loyd il o e g o o IRC gy ) iy slisel io S
lael U5 wigh aiS L 5 wigd gyl (wyiws §HIRC gl g0 ST e (6l sl sl abais 1S 5 5l 0
@l sle JSSgp 4 la Sl ) pgd Jus ¢ St Gl S (sl il waalss bas enl (o (5] S0 4 zisl
e sl ol s Sl J5S g cu e i S Ll i 1) (LS oSt 3l ol win gl 55, (P2PY ks
5 oS A el 9y 4 s b ol 5l saax Jud oopl g oedle 0561 (59, bl sl HTTP JSGg, 4 @b
i HTTP 5 5ol 0y 5las o US55

JreS g ployd sl Hepw —F-)-Y

)5)441.\9Jr_5 6‘)3 ‘) QP 6Lb QLcJS ul) B | wul.: LgLa.C‘suL) )JJ.AU.AJOA.\_\S g_i&Lo.b)s),w -d U"‘

S oo Jloyl b g cnl Gasb 5 (Sl gy @ sle B L 5 el B 093 sla 2l (Sl

ool wls a5 > -Y-Y

PSP E SR [ PV PUSURPIE SRS I FRUVE T IFCTUUIL Y Y YOG WU VPR SOOI PR i | § [RCHCH K IESIPERPSRP SN SN
Qb Aol )5 ol Al pa SO Arwgd g Sguts 4 SwS 55 4 Lilgs
Faldgl 0,5 008l —1-v-y

Gl sl s, b1y ol sl aill, b anS o 305 oFosS alem 56 cpl 5o el Jsl al e adsl (00,5 o34)]

S L s myiee sl p s Ceger B b easl Jloyl ol lsie ay ansled walys | cogar slasl g 00,5 ongll 3sis

! c&C Protocols

2 Internet Relay Chat (IRC)
% Peer to Peer

* Initial infection
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! Secondary injection
> DNS lookup

* Connection

* Malicious commands
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! Maintenance and update
2 command and control (C&C)
® Hybrid Model
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! Honey Net
? Intrusion Detection System (IDS)
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! Intrusion Detection System
2 Signature-based

% DNS-based

* Data mining-based

® Anomaly-based
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! Training phase
2 Normal traffic profile
3
Framework
* Domain Name Service (DNS)
® Dynamic DNS
® Botmaster
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! Machine learning (ML)
2 Small-Scale
® High rate of false alarm
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